INFORMATIONSECURITYAND PRIVACYADVISORYBOARD

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Modernization Act of 2014]

MEETING AGENDA

July 13-14, 2022
Hybrid/Virtual (All Times Listed are EDT)
American Institute of Architects
2nd Floor, Boardroom,

1735 New York Ave, NW,
Washington, DC 20006

*Please note: Speakers/times are subject to change without notice.

Wednesday, July 13, 2022

10:00 A M.

10:30 AM.

11:00 A.M.
11:15 AM.

12:00 P.M.
1:00 P.M.

1:45 P.M.
2:00 P.M.

2:45 P.M.
3:00 P.M.

3:45P.M.
4:00 P.M.

10:30 AM. Welcome and Opening Remarks
Board Introductions and Member Updates

Steve Lipner, Chair, ISPAB
Executive Director, SAFECode

Board Members
11:00 AM. Welcome and ITL Update

Charles H. Romine,
Director, Information Technology Laboratory, NIST

11:15AM. B-R-E-A-K
12:00 PM. NIST Cybersecurity and Privacy Update

Matthew Scholl, NIST
Kevin Stine, NIST
1:00PM.  L-U-N-C-H
1:45P.M.  NIST Updates to the Cybersecurity Framework

Cherilyn Pascoe, NIST
Adam Sedgewick, NIST

2:00PM. B-R-E-A-K
2:45P.M.  Security of Hardware

Sanjay Rekhi, NIST
Tim McBride, NIST
3:00 P.M B-R-E-A-K
3:45PM. Al Security Metrics and Threats

Harold Booth, NIST
4:00 PM.  Public Comment; Summary of Day 1 and Board Discussions

4:15PM.  Day Review and Meeting Recessed

*Please note: Speakers/times are subject to change without notice.



INFORMATION SECURITY AND PRIVACY ADVISORY BOARD
Agenda July 13 and 14, 2022

Thursday, July 14, 2022

10:00 A.M.

10:30 AM.

11:15 AM.
11:30 AM.

12:15 P.M.
1:15P.M.

1:45 P.M.

2:15P.M.

2:45 P.M.
3:00 P.M.

10:30 AM.

11:15 AM.

11:30 A.M.
12:15 P.M.

1:15 P.M.
1:45 P.M.

2:15P.M.

2:45 P.M.

3:00 P.M.
4:00 P.M

4:00 P.M.
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Threat Briefing — Current Advanced Persistent Threats (APT) Activities

Daniel dos Santos, Head of Security Research,
Forescout

MITRE ATT& CK Framework

Jamie Williams,

Principal Adversary Emulation Engineer,

MITRE

B-R-E-A-K

DHS Binding Operational Directive (BOD) 20-01 — Develop and Publish a
Vulnerability Disclosure Policy, and the Known Exploitable Vulnerabilities List

Branko Bokan,

Cybersecurity and Infrastructure Security Agency (CISA),
Cybersecurity Division, DHS

L-U-N-C-H

FTC Patching Guidance

James A. Trilling,

Federal Trade Commission

Division of Privacy and Identity Protection

Supply Chain Risk Management- National Initiative for Improving Cybersecurity
in Supply Chains

Jon Boyens, NIST
National Security Memo on Promoting United States Leadership in Quantum

Computing While Mitigating Risks to Vulnerable Cryptographic Systems (NSM-
10)

Matthew Scholl, NIST
Natasha Cohen, CISA

B-R-E-A-K

Final Board Reviews, Recommendations and Discussions
Steve Lipner, Chair, ISPAB

Meeting Adjourned
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